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Securing Resource-Constrained IIoT Devices:
The Need for Resource-Aware PUF Stabilization

Created with the help of Nano Banana Pro



PUFs in Hardware-Rooted Security
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• Physically Unclonable Funtions (PUFs):

• Device-specific, unique, fingerprint-like hardware signatures

• Derived from intrinsic, random physical disorder



SRAM PUFs for Authentication

• Volatile memory, 1 bit per cell

• Memory cell: cross-coupled inverters

• At startup, bistable state of each cell

• Startup pattern forms PUF response

• Reliable cells are biased towards 1/0

• Unstable cells switch startup state in 
repeated evaluations

Stabilize the PUF response: Error 
Correction (EC) Techniques like Error-
Correcting Codes (e.g., Hamming Codes), or 
Temporal Majority Voting

VS
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Securing Resource-Constrained IIoT Devices:
The Need for Resource-Aware PUF Stabilization
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• ESP32-S3 entity and verifier devices

• Enrollment & Authentication Phases

•  Deep sleep cycling to power cycle internal SRAM        
startup pattern       PUF response 

• Temporal Majority Voting (MV) with vote count 𝑁

• Hamming Code (HC) with varying code rates (e.g., 
H(7,4), H(8,4), H(12,8), H(13,8), H(21,16), H(22,16))

• Single Error Correction (SEC) and SEC Double Error 
Detection (DED) HCs with additional parity bit 
overhead

• Threshold-based authentication

Authentication Scheme & Testbed

8

DFKI | Intelligent Networks | 30. VDE/ITG-Fachtagung Mobilkommunikation 2026, Osnabrück



Evaluation & Results

DFKI | Intelligent Networks | 30. VDE/ITG-Fachtagung Mobilkommunikation 2026, Osnabrück

9

Folie 14

Resource-Aware Threshold Calibration Resource-Aware Threshold Calibration, n=2048 Resource-Aware Threshold Calibration, n=64

Final Results of Evaluations



Resource-Aware Threshold Calibration
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Resource-Aware Threshold Calibration, 𝒏 = 𝟐𝟎𝟒𝟖
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Resource-Aware Threshold Calibration, 𝒏 = 𝟔𝟒
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Final Results of Evaluations
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PUF size 𝑛

HC EC redundancy
+

 MV count 𝑁

performance inversion 
at small 𝑛

some HC variants 
perform worse than 

the uncorrected 
baseline
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Computational Overhead

• Majority Vote Count 𝑁 = 5
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Conclusion
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Conclusion Folie 17



Conclusion
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secure and reliable threshold-based SRAM PUF-
assisted authentication scheme for resource-

constrained IIoT environments

caps post-authentication BER below 1%

operating window for threshold 
calibration between FAR and FRR 
constraints

measurable design budget to safely 
scale down computational overhead
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• Multiple resource-aware configs possible in the FAR 
target zones

• Perfect resource trade-off/config is device and 
application-unique

• Depends on which resource is most restrictive

• Larger PUF response sizes 𝑛 make reliability
optimizations increasingly obsolete

lenient acceptance threshold without HC EC or MV

• For this system: First pair with lightweight HC SECDED, 
rather than high MV counts

• Further testing is needed (e.g., detailed energy
profiling)
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Folie 20 Authentication Reliability Folie 22 Post-Correction BER vs. MV count, n=2048

Folie 24 Folie 25 Trade-off between NVS overhead and data efficiency HC EC Timing Breakdown

Impact of Tightened Security Constraints PUF Bias Effects on Threshold Calibration Imperfect PUF Uniqueness Effects



Climate Chamber Test Setup

• Multiple boards
tested concurrently
for all HC EC and MV 
configurations

• 6 devices, 45 
iterations per config

• 28 configurations
• Only the entities that

evaluate the SRAM 
PUF are placed in the
climate chamber

DFKI | Intelligent Networks | 30. VDE/ITG-Fachtagung Mobilkommunikation 2026, Osnabrück

20



Authentication Reliability
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• BER is normalized Hamming Distance (HD) between enrolled and transmitted PUF response:

• Ideal: HD = BER = 0%

• Empirically collected genuine PUF responses

• 45 iterations per config across 6 entity devices

• Multiple EC techniques tested in combination

• PUF responses initially extracted at a full length 𝑛max = 2048 bits

• Baseline responses are partitioned into 𝑘= 2048/𝑛 adjacent blocks for shorter response
evaluations
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Uniformity

Without PUF stabilization
(no MV and no HC EC).

With MV and HC EC.
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Post-Correction BER vs. MV count, 𝒏 = 𝟐𝟎𝟒𝟖
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Post-Correction BER vs. MV count, 𝒏 = 𝟔𝟒
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SMec bounded by 𝝉min and 𝝉max

H(7,4), 𝑁 = 20, 𝛼FAR = 10−6 H(7,4), 𝑁 = 1, 𝛼FAR = 10−6

Green denotes
valid operating windows (SMec > 0) and red marks unviable

configurations.
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Trade-off between NVS overhead and data efficiency
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• Code rate for all HC EC variants

• Smaller code rate = greater redundancy 

   more parity overhead

• Code rate 𝑅 = 𝑛/𝑘 relates data bits 𝑛 to 
codeword bits 𝑘, with 𝑘 = 𝑛 + 𝑝 for 𝑝 
parity bits

• H(8,4) yields the best correction quality, 
but also the worst memory overhead
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HC EC Timing Breakdown
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• Boxplot distribution of HC EC execution 
time for each code variant without MV

• Variance mainly reflects the number of 
bit errors requiring correction, which 
differs between iterations due to SRAM 
noise

• HC execution is composed of EC 
computation time (syndrome 
computation and error correction) and 
memory overhead, mainly NVS 
transactions to retrieve helper data
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Impact of Tightened Security Constraints

28

DFKI | Intelligent Networks | 30. VDE/ITG-Fachtagung Mobilkommunikation 2026, Osnabrück



PUF Bias Effects on Threshold Calibration
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Imperfect PUF Uniqueness Effects
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