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» Need of measurements that are
= Controlled
= Repeatable

= Technology-specific
» QoS and energy consumption metrics

- MARK: Multi-Rat Autonomous MeasuRement FrameworK
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MARK Antennas
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Antennas Teltonika TRM240
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MARKIlab Architecture

University of Wiirzburg
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[1]: Gegenhuber, Gabriel K., et al. "MobileAtlas: Geographically Decoupled Measurements in Cellular Networks for Security and Privacy Research." {USENIX Security 23). 2023.
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MARKIlab Architecture

» Paper goal
= Extend existing MARKIab platform with mobile nodes
» Add additional management modem and external power delivery
* Maintain consistent experimental condition across deployments and
roaming scenarios

= Analyzing influence of handovers on RTT, signal strength, energy SIMA SIMB SIMC

University of Wiirzburg
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[1]: Gegenhuber, Gabriel K., et al. "MobileAtlas: Geographically Decoupled Measurements in Cellular Networks for Security and Privacy Research." {USENIX Security 23). 2023.
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Measurement Concept

> Measurement Tasks (M) II_

= Active measurements AT Commander

= After connection establishment ©etIP Address
Curl Download

Curl Upload

Sends AT commands to the modem
Returns the device's public IP address
Downloads a file via cURL to test network speed

Uploads a file via cURL to test upload speed

I Ping Delay

Measures ICMP ping

TCP Ping Delay
UDP Ping Delay
DNS Ping Delay
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Measures TCP ping via TCP TWH
Measures UDP ping to our application server

Measures UDP ping to a DNS server
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Measurement Concept

» Measurement Tasks (M)

= Active measurements

= After connection establishment
» Background Tasks (B)

AT Commander
Get IP Address

Curl Download

Curl Upload

Nome e oo

Sends AT commands to the modem
Returns the device's public IP address
Downloads a file via cURL to test network speed

Uploads a file via cURL to test upload speed

= Runs in background parallel to

measurement tasks | Ping Delay

Measures ICMP ping

TCP Ping Delay
UDP Ping Delay
DNS Ping Delay

= Starts before connection
establishment

Measures TCP ping via TCP TWH
Measures UDP ping to our application server

Measures UDP ping to a DNS server

Current Voltage
QCSuper

Measures current/voltage levels of the device
Captures raw 2G/3G/4G frames

GPS Tracker
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Tracks the GPS position of the devices
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Measurement Concept

» Measurement Tasks (M)

Name |Type |Descption

= Active measurements AT Commander M Sends AT commands to the modem
= After connection establishment ©et P Address M Returns the device's public IP address
> Background Tasks (B) Curl Download M Downloads a file via cURL to test network speed
= Runs in background parallel to Curl Upload M Uploads a file via cURL to test upload speed
measurement tasks I Ping Delay M Measures ICMP ping
= Starts before connection TCP Ping Delay M Measures TCP ping via TCP TWH
establishment UDP Ping Delay M Measures UDP ping to our application server
» Enhanced Background Task (EB) DNS Ping Delay M Measures UDP ping to a DNS server
= Hybrid between M and B Current Voltage B Measures current/voltage levels of the device
= Runsin backg round QCSuper B Captures raw 2G/3G/4G frames
= Starts after connection GPS Tracker B Tracks the GPS position of the devices
establishment Packet Capture EB Captures network packets for analysis
Signal Strength EB Measures RSSI and channel bit error rate I
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Measurement Methodology
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Measurement Methodology
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= Signal strength varies but does not fully explain
all latency spikes
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Measurement Methodology
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Measurement Methodology
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Handover

500-

_400- » Time series of RTT, current, and signal strength

Sgg (RSSI) of 4G under mobility
" 100 = RTT more stable

» Handovers still introduce short-lived latency
Increases

= Signal strength is more stable than in 2G, but
more fluctuations than in LTE-M

= Current consumption higher than for 2G/LTE-M
and more variation during handovers
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Handover Events

RAT — 2G — LTE — LTE-M

6000-

4000-

RTT [ms]

2000-

Time relative to handover [s]

» 2G: Significant RTT degradation; RTT increases after handover completes
» LTE-M: Significant RTT degradation; RTT increases before handover completes
» 4G: Low and stable latency
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Conclusion
» MARKIab Mobility Extension: Measuring the Impact of Mobility on Cellular loT Connectivity

Pi & USB-Hub
(stacked)

» Extension of MARKIab
platform

» Analyzing influence of
handovers on

= RTT
= Signal strength
= Energy consumption
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Conclusion
» MARKIab Mobility Extension: Measuring the Impact of Mobility on Cellular loT Connectivity

» Extension of MARKIab
platform

» Analyzing influence of
handovers on

= RTT
= Signal strength
= Energy consumption

Key Findings

RAT — 2G — LTE — LTE-M

6000

4000-

RTT [ms]

2000-

-10 5 0 5 10
Time relative to handover [s]

» 2G: highest latency spikes,
medium power consumption

» LTE-M: lower latency spikes,
lower power consumption

» LTE: higher power

consumption, lower latency
spikes
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Conclusion
» MARKIab Mobility Extension: Measuring the Impact of Mobility on Cellular loT Connectivity

Future Work

\\\\\\

» Extension of MARKIab
platform

» Analyzing influence of
handovers on

= RTT
= Signal strength
= Energy consumption
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Key Findings

RAT — 2G — LTE — LTE-M

6000-

4000-

RTT [ms]

2000-

-10 5 0 5 10
Time relative to handover [s]

» 2G: highest latency spikes,
medium power consumption

» LTE-M: lower latency spikes,
lower power consumption

» LTE: higher power
consumption, lower latency
spikes
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Large-scale deployments and
mobility measurements study

Deeper analysis if mobility
and roaming effects
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