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Industrial Use Cases
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Smart Grid and 

Energy Automation

Distributed energy automation, 

control, and switching

Flexible Modular 

Assembly Area

Communication of mobile assets 

(AGVs, mobile robots, …)

Industry 4.0: Flexible 

Manufacturing

Dynamically configured production 

processes

Industrial Automation

Wireless communication between 

PLCs and devices
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Why does industry need mobile communication?
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5G is the first mobile wireless standard that has been developed with industrial use cases in mind

Mobile Robots working together 
They need low latencies 

to synchronize their tasks

Emergency stops 
Latencies and reliability are key to make sure that 

a machine really stops instantly when 

an emergency stop has been pressed

Augmented workforce 
High bandwidths are needed to 

provide high data rates for handheld 

devices on the shopfloor
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Special requirements on the shop floor
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Optimal coverage

All participants need to have a good 

wireless signal availability

Harsh environment

Equipment needs to cope with heat, 

dust, vibrations, a lot of metal

Reliability is king

The network needs to 

reliably work 24/7
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Special requirements on the shop floor
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Guaranteed Latencies, Deterministics

Applications working together require 

deterministic communications

Industrial protocols

Industrial applications „talk“ industrial 

protocols

High uplink data rates

Industrial applications need high uplink 

data rates to send data to EMS
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Extending Dependability to an end-to-end perspective

30. ITG Fachtagung Mobilkommunikation, Osnabrück, 12.-13. Mai 2026 | Wireless Communication for Industrial Applications | © Siemens 2026 | M. Bahr, Siemens FT RPD, Garching

extend end-to-end for applications increase for individual services Communication

AIaaS

CaaS

Positioning

Sensing

Dependability

Resilience

Productivity

AIaaS Artificial Intelligence as a Service

CaaS Compute as a Service
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Communication Service Availability and Reliability
KPIs of industrial communication
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Communication Service Availability is the percentage 

value of the amount of time the end-to-end 

communication service is delivered according to a 

specified QoS, divided by the time the system is 

expected to deliver the end-to-end service. [22.261]

Survival Time is the time that an application consuming 

a communication service may continue without an 

anticipated message. [22.261] 

• Survival time is only a safety net!

Communication Service Reliability is the ability of the 

communication service to perform as required for a 

given time interval and under given conditions. [22.104]

• Measures/parameters

• Mean time between failures (MTBF): mean value 

of how long the communication service is avai-

lable before it becomes unavailable [22.832]

• probability of no failure within a specified period.

• (Network/Packet) Reliability is usually the packet 

delivery ratio (PDR = 1-PER).

Example for illustration: Packet Reliability = 0.56, CSA = 0.84  
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delay > max allowed e2e latency ? 
→ packet considered lost !

important KPI: 
number of consecutively lost packets



Packet Loss Ratio = 10-5 (ෝ= 5 nines) Packet Loss Ratio = 10-7 (ෝ= 7 nines)

Packet Loss 
Occurrences

Duration
[ms]

Unavail
Events MTBF

Packet Loss 
Occurrences

Duration
[ms]

Unavail
Events MTBF

1 315360 1 365 d Packet loss in one long event 1 3154 1 365 d
12 26280 12 30.42 d Packet loss distributed over 

multiple smaller events
12 263 12 30.42 d

365 864 365 1 d 365 9 365 1 d

210240 1.5 0 > 365 d t ≤ survival time 2103 1.5 0 > 365 d
105120 3 105120 5 min t ≥ survival time 1052 3 1052 8.3 h

35040 9 35040 15 min t ≥ survival time 351 9 351 25 h
1200 263 1200 7.3 h t ≥ survival time 12 263 12 30.42 d

100 3154 100 3.65 d t ≥ survival time 1 3154 1 365 d

631 1-1000 ≤ 631 13.9 h 7 1-1000 ≤ 7 52.14 d

Why Packet Reliability is insufficient
Network/Packet Reliability = 1-10-5 / 1-10-7,  observed duration = one year, survival time = 2 ms
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Note: Artificial scenarios to illustrate general principle. 
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KPIs and Parameters for Industrial Communication (Selection)
Assuming periodic deterministic communication

Application KPIs

Communication Service Availability

- Survival Time

Communication Service Reliability

- Mean Time Between Failures

Network Parameters and KPIs

Transmission Interval

- Cycle Time

Latency

- < Transmission Interval

- Maximum Allowed Latency

- too late packets are lost

- Jitter

Packet Loss

- # Consecutively Lost Packets

- # Packet Loss Occurrences

Statistical KPIs

Packet Delivery Ratio

Latency

- Average latency

- <99>-percentile

- latency variation / jitter

- min/max/median latency

Delay Violation Probability

Throughput
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Figure: Worst-Case Channel Access Time of the AP with different procedures

Result: 55 µs guaranteed worst-case channel access time 

for AP using the customized MU-EDCA approach

Towards Deterministic WLAN Communication
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Deterministic Channel Access 

based on Modified MU EDCA

Delay-Sensitive RU Allocation

based on OFDMA

Seamless Roaming based on 

Distributed Multi-Link Operation

Distributed Channel Access

(OFDM)

Fully Centralized Approach*

(OFDMA only)

STA

STA

STA

STA

STA

STA

STA

STA

STA

STA

STA

STA

Modified MU EDCA
Goal: Guarantee Channel Access for AP

EDCA in Wi-Fi 5
Goal: Optimize average performance of

multimedia traffic

Distributed / Centralized Channel Access

(OFDM vs. OFDMA)

STA

STA

STA

STA

STA

STA

MU EDCA in Wi-Fi 6
Goal: Fairness among OFDM and OFDMA

[M1] Schneider et al., “Deterministic Channel Access Using MU EDCA in 

OFDMA-based Wi-Fi Networks”, IEEE WFCS 2023 (Best WiP Paper Award)

[M2] Schneider et al, “Scheduled Trigger Frames: Enabling Worst-case 

Latency Bounds for Wi-Fi Industrial Use”; IEEE IWCMC 2024

[M3] Mecklenburg et al, “Seamless Roaming based on Distributed Multi-Link 

Operation over IEEE 802.11bn”; IEEE WFCS 2025 (Best Paper Award)



Integration of 5G in Industrial non-3GPP Networks
5G System as logical (TSN) bridge [23.501]
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→ still some enhancements needed for practical deployments and IEC/IEEE 60802 interoperability (IA profile)
see: 3GPP SP-241819, „5G-ACIA LS on Enhancements for 5G System Operating as Logical (TSN) Bridge(s) in Integrated IEEE/3GPP Networks”

From: 5G-ACIA White paper, „Integration of 5G with Time-Sensitive Networking for Industrial Communications“, Feb 2021
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Industrial Communication in 5G
Integration in Industrial Non-3GPP Networks
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Integration in existing Industrial Ethernet Communication Networks

• Ethernet PDU sessions (5G-LAN)

• IEEE 802.1Q bridged networks

• IEEE 802.1AS Time Synchronization

• Compliance with IEC/IEEE 60802 Time-Sensitive Networking Profile for Industrial Automation
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Siemens contributes to 6G research

TM
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Industrial 6G Use Cases
The European View on 6G Use Cases (6G SNS ICE*)
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The network's main users are 
machines. 

Emphasis lies on task-specific 
local connectivity. Depending 
on the task or needs, the 
network topology may 
undergo frequent changes. 
The level of machine 
autonomy determines the 
communication requirements.

Use Cases

Cooperating Mobile Robots | Autonomous Embodied Agents with Flexible Manufacturing | Mesh Embodied Intelligence
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Source: 6G SNS-ICE, „The European view on 6G use cases“ [6G SNS-ICE]
* Smart Networks and Services International and 

European Cooperation Ecosystem

H
e

x
a

-X
-I

I 
p

ro
je

c
t 

h
a

s
 
re

c
e
iv

e
d

 
fu

n
d
in

g
 
fr

o
m

 
th

e
 
S

m
a

rt
 
N

e
tw

o
rk

s
 

a
n

d
 

S
e

rv
ic

e
s
 

J
o

in
t 

U
n
d

e
rt

a
k
in

g
 

(S
N

S
 

J
U

) 
u

n
d

e
r 

th
e

 
E

u
ro

p
e

a
n

 

U
n
io

n
’s

 H
o
ri

z
o

n
 E

u
ro

p
e

 r
e

s
e

a
rc

h
 a

n
d

 i
n

n
o

v
a

ti
o

n
 p

ro
g

ra
m

m
e

 u
n

d
e

r 

G
ra

n
t 
A

g
re

e
m

e
n

t 
N

o
 1

0
1

0
9

5
7

5
9

.

Page 14



The MultiX project aims to revolutionize the 3GPP Radio Access 

Network (RAN) design and operation by developing a pioneering 

MultiX fusion Perceptive 6G-RAN system (MP6R) that will support 

an integrated multi-sensor, multi-static, multi-band, and multi-

technology paradigm to enable multi-sensorial perception for 

future 6G sensing applications. To fully address the 6G 

Sustainability goals, MultiX will explore AI’s full potential across all 

layers of the MP6R and develop an energy efficient AI architecture 

for adaptive ISAC transmitter/receiver and distributed learning with 

a novel low power AI engine design. ( https://multix-6g.eu/ ) 

D1.1 „MultiX Perception 6G use cases, reference scenarios, 

requirements, and KPIs“

→ Use case with corresponding sensing and communication

requirements contributed to 3GPP SA1 TS 22.870.

Industrial 6G Use Cases
New evolutionary features and improved capabilities enable new use cases for Industrial IoT
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Collaborating Robots in Smart Factories Supported by 
Multi-Layer Digital Twin

Advancing 6G-RAN through multi-
technology, multi-sensor fusion, multi-
band and multi-static perception
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MultiX project has received funding from the Smart Networks and 

Services Joint Undertaking (SNS JU) under the European Union's 

Horizon Europe research and innovation programme under Grant 

Agreement No 101192521.

https://multix-6g.eu/
https://multix-6g.eu/
https://multix-6g.eu/
https://multix-6g.eu/
https://multix-6g.eu/
https://multix-6g.eu/
https://multix-6g.eu/
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MultiX PoC 1 – Multi-Layer Digital Twin for Industrial Manufacturing​
Scenario, Environment, and Components
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Siemens UE

Wi-Fi

5G

UR3 

(Universal Robots)

Siemens Technology Center (STC) in 

Garching – Technikum/Lab
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MultiX PoC 1 – Multi-Layer Digital Twin for Industrial Manufacturing
Addressing the Challenges

17

1) Enhanced navigation by ISAC-based obstacle detection:

2) Enhanced navigation by radio-based cost-layer:

Cost-layer

representing

radio map
Sionna 

generating  

a radio map

Transform
Radio-aware

Cost-layer

Obstacle
Sensing 

Obstacles
Dynamic Obstacles 

Cost-layer

Navigation Map

Robot Simulator
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Obstacle
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6G-ANNA

Collaborating Autonomous Cyber-Physical Systems

• Dynamic assignment of task to a group of AMRs to be instantiated

• D2D communication: exchange of control states and commands.

• Requirements: 2-5 ms latency, packet loss ratio 10-6-10-8

• Act autonomously in case of interrupted communication with parent network

Further Research Projects with Industrial Wireless

PRIME-6G

Pilot for Resilient Industrial Manufacturing 

Environments with 6G Technologies
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MDP 
Agent

MDP-A

MDP-AMDP-A

vPLC1 @ AGV 1 ? vPLC2 @ AGV 2 ?



Deterministic Wireless in Industrial Automation
What Does This Mean?
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The use case must work.

There are more requirements than just key performance

indicators. The real world determines the (performance) 

requirements.

Each wireless technology has its pros and cons.

• Industrial Wireless is more than 5G/6G.

• There is also Wi-Fi/WLAN/IEEE 802.11, …

• Each use case is different and needs analysis together

with the user to select suitable wireless communication.

Interoperable integration into non-3GPP 

industrial communication networks

• Ethernet PDU session / 5G-LAN

• 5G System as logical TSN bridge

• IEC/IEEE 60802 support / compliance

Dependability is important:

• High communication service availability/reliability.

• Meeting the latency limits.

• High operational reliability is more important than a 

very low latency KPI.

• Operate hundreds or thousands of industrial devices

with dependable low latency communication in a 

factory hall.

• Dependable, scalable 1 ms latency would be great. ☺

urbans78 - stock.adobe.com

Smart Grid and 

Energy Automation
Industrial Automation

© Siemens 

Industry 4.0 

Flexible Manufacturing

© Siemens 

Flexible Modular 

Assembly Area

© Siemens 
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Contact
Michael Bahr
Senior Key Expert Research Scientist

Industrial Communication: Wireless Technologies

5G-ACIA WG1 Chair, 3GPP SA1 delegate

bahr@siemens.com 

Siemens Foundational Technologies 

Research and Pre-Development

Garching near Munich, Germany

www.siemens.com/industrial-communication 

www.siemens.com/industrial-5g 

www.siemens.com/iwlan 
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Applications with private industrial mobile networks 
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Mobile Equipment Augmented Work Digitalization, IIoT

Autonomous Machines Autonomous Logistics Edge
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Integration of 5GS in IEEE 802.1 and TSN-based Industrial Communication Networks
Enhancements to achieve flexible integration of 5GS bridge model

TU Munich Lecture Series "... 6G Communication Network Technologies" | Industrial Perspective on 6G | Michael Bahr, Siemens Foundational Technologies, FT RPD CED INW          

© Siemens 2025  |  2025-07-01

IEEE 802.1 integration gaps and features

• support of available configuration functionalities

for multiple configuration domains (MSTP as in 

IEC/IEEE 60802 (CIST, TE-MSTID), Priority

Regeneration Table), 

• support of industrial automation (IA) traffic types

specified in IEC/IEEE 60802, for setup of QoS 

flows for streams without PSFP configuration,

• reduced mobility functions when a TSN-enabled

transport network (TN) is used in the 5G System, 

• extensions for LLDP required by IEC/IEEE 60802, 

• support of required IEEE 802.1ASdm functionality

as required by IEC/IEEE 60802, and 

• investigations on required scalability of number of

QoS flows.

Netconf/YANG configuration gaps and features

• Support for VLAN configuration via TSN AF, 

• Support for required functionalities of Multiple 

Spanning Tree Algorithm and Protocol (CIST, TE-

MSTID) as required by IEC/IEEE 60802, 

• Support for Priority Regeneration functionality, 

• Enhanced support of LLDP, i.e., handling of TLVs 

required by IEC/IEEE 60802, 

• Enhancements to Netconf/YANG information and 

data model for 5GS exposure functionality if

required.

Several gaps are interrelated with each other where a 

coordinated solution to multiple gaps is needed:

• VLANs and Multiple Spanning Trees,

• Gaps related to Netconf/YANG.From: 3GPP SP-241819, „5G-ACIA LS on Enhancements for 5G System 

Operating as Logical (TSN) Bridge(s) in Integrated IEEE/3GPP Networks”
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Flexible Modular Assembly Area

• Communication of mobile assets  

(AGVs, mobile robots, drones, …)

• Localization of mobile assests

• Scalability (increased number of 

devices) and high operational reliability

• Coverage of large indoor and outdoor 

areas

Technological features

• Private Networks

• Mobility support

• High reliability, low jitter 

• Deterministic communication

• UL = DL pattern

• Time synchronization

• Localization

• Support of traffic for Digital 

Twins, AI applications

© Siemens 
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Industry 4.0: Industrial Automation

• Wireless communication between PLCs 

and devices, control loops

• Dynamically configured production 

processes

• Interoperable integration into existing 

IEEE 802.1-based and IEC/IEEE 60802-

compliant industrial networks

• Scalability (increased number of 

devices) and high operational reliability

Technological features

• Private Networks

• URLLC / deterministic 

communication (low latency, 

high-reliability, low jitter)

• UL ≥ DL patterns

• IEC/IEEE 60802 support

• Time synchronization

• TSN integration

• Support of traffic for Digital 

Twins, AI applications

© Siemens 
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Industry 4.0: Flexible Manufacturing

• Communication of static and mobile 

assets (machine cells, AGVs, AMRs, …)

• Mobile robots working together

• Dynamically configured production 

processes

• Distributed configuration mechanisms, 

protocols, and services

• Interoperable integration into existing 

IEEE 802.1-based and IEC/IEEE 60802-

compliant industrial networks

• Localization and coverage

• Scalability (increased number of 

devices) and high operational reliability

Technological features

• Private Networks

• URLLC / deterministic 

communication (low latency, 

high-reliability, low jitter)

• UL ≥ DL patterns

• IEC/IEEE 60802 support

• Time synchronization

• TSN integration

• Localization

• Peer-to-peer communication

• Support of traffic for Digital 

Twins, AI applications

© Siemens 
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Smart Grid and Energy Automation

• Distributed energy automation, control, 

protection schemes and switching

• Coverage of long distances and large 

outdoor areas

• Redundancy mechanisms to provide 

highest reliability

• Transport of PTP signaling/time 

synchronization to comply with 

IEC 61850 electric power profile

• Interference resilience

Technological features

• URLLC

• Very high reliability

• Time Synchronization

• TSN integration

• Private Wide Area Networksurbans78 - stock.adobe.com
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