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Industrial Internet Of Things

* Intelligent networking of Machines and
processes in industry

* Linking Big Data and the Internet of Things
* Internet as the core technology

* Sensible Data

“10\ * Things as small, energy-limited actors
— e Industrial environment with different
conditions
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Physically Unclonable Function

»[...] physical entity whose behaviour is a function of its structure
and the intrinsic variation of its manufacturing process”

-Basel Halak-
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Static Random Access Memory
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* Volatile memory * Every cell stores one Bit
* Included in almost every pC e 2 coupled inverter
e CMOS Technology * Bistable system

— Power loss « frequency
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SRAM PUF
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* Inverter are production related « ,strongest” inverter defines the state
not identical
= Viversion Z Vi * The further Vo IS removed form
the bisecting angle the stronger the
e Startup-Value is probabilistic preference is
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Wired Communication Scheme

Payload, = ,,HELLO” Payloadg = ,,WORLD“
SRAM PUF
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(Payload, @ a)
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Payload, $H
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Payload,

(Payload; & a) @ Payload,
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(Payload, & a) @ Payload,
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01010101 01011110
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Wired Communication Scheme cont.
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Experimental Setu
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Supply Voltage Evaluation Platform
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Unigueness
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Uniformity
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Reliability

k 4.5
1 HD(R;(n), R{(n))
100% — HDjpypq = —Z . 100% 4
k ¢ n <
=1 S35
3
S 3
s k: number of chips .‘Dé -
* R(n): nbitresponse o
 R'(n): response at different condition g 2
* HD: Hamming distance jr:Ec 1.5
g
e Best Value 100% £ .
0 =
2.7V 3.3V 5.5V 0 20 40 60 80
96.15 96.03% 97.02% read out
< » HOCHSCHULE
OS NAB RU C K 27. ITG - Industry 4.0 Security Trust Anchors: Considering Supply Voltage Effects on SRAM-PUF Reliability

UNIVERSITY OF APPLIED SCIENCES

12

2.7V
X 3.3V
A 5.5V

100

German
Research Center
for Artificial
Intelligence



Conclusion

e A new SRAM PUF based secure wired
communication scheme

» SRAM PUF as a source of entropy

e Successful real world implementation

> Low overhead

« SRAM PUF is influenced by supply voltage
variations

» But still sound properties
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