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PhySec Testbed



Physical Layer Security (PhySec) 5=

Physical Layer Security comprises a series of technical processes in
which the generation of cryptographic credentials is based on
different physical properties.

Physically Unclonable

: Secret Key Generation
Functions
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Secret Key Generation

e Secret Key Generation - Channel-PUF
* channel properties (reflection, diffraction, scattering)
e extract shared secret
* enhancement of existing cryptographic methods

Input

Channel Preliminary Synchronized

Profile Key Key Secure
Key

Channel Quantization Information Privacy
Measurement Reconciliation Amplification
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Testbed




Channel Reciprocity
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First Results
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Conclusion

e We described vulnerabilities associated with the current
changes in the industrial landscape

* PhySec offers a worthwhile solution to meet the requirements

 We propose a testbed to provide real-world measurements of
NGMN-PhySec algorithms

* the first results of the evaluation are promising
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