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• Internet-of-Things (IoT)
• Industrial Internet-of-Things (IIoT)

• Powerful Networks
• Demand Driven Communication

• Quality of Service (QoS)
• Multipath

• Real-time Communication
• Ensure max Transfer Time, Jitter, ...
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Introduction

Virtual Reality System as a Tactile User Interface SDN-Based QoS-Enabled Network Infrastructure Tactile Edge Composed of Remotely 
Controlled CPS
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Software-Defined Networking
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Time-
Sensitive
Networking

Source: Industrial Ethernet Book Issue 96 / 19
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Current Status of TSN Standards
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Current Status of TSN Standards
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Current Status of TSN Standards
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• Connected Cyber-Physical-Systems (CPS)
• Information Available in Real-time
• Analyse Data

• Improve Performance and Availablity

• Move Services to the Cloud
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Industry 4.0

Source: VDI/VDE, Cyber-Physical System
s: Chancen

und Nutzen
ausSichtder Autom
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I40 Anwendungen aus der Cloud



• TSN offers Real-time Capabilities
• SDN offers WAN Capabilities (incl. QoS)
• Both are Software-Defined

• Dynamical Reconfiguration

• Most Important
• Security
• Real-time/QoS
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Need of Connecting both Network Technologies
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TSN/SDN Gateway View on Security/QoS

12



Martin Böhm, et al. – Ostfalia UAS - Architectural Design of a TSN to SDN Gateway in the Context of Industry 4.0

SDN View on Security/QoS
• Management Plane: FCAPS

• Fault Management
• Configuration Management

• Queue Configuration
• Accounting Management
• Performance Management
• Security Management

• Policy Rules
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TSN View on Security/QoS
• Management Plane: FCAPS

• Fault Management
• Configuration Management

• Queue Configuration
• Accounting Management
• Performance Management
• Security Management
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Gateway – SDN-side

• Control Plane
• Security Policies from

Mangement

• Data Plane
• Queues
• Security Enforcement

Point
• Applies Policies from

Management
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Gateway – TSN-side

• Control Plane
• Security Policies from

Management

• Data Plane
• Queues
• Time-Awareness
• Security Enforcement

Point
• Applies Policies from

Management
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Gateway –
Control-Plane

• Security Rules
• Translates Control Plane 

Protocols
• E.g. OpenFlow to

Netconf
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• Forward Traffic

• Convert PDU
• Add/Remove VLAN

• Security Check before
and after PDU 
Conversion

Gateway –
Data-Plane
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• TSN Specifications are not Finally Finished

• TSN-side of Gateway needs to be reworked according to progress in TSN architecture 
standardization

• Elaboration and Validation of the Architecture

• Sequence Diagrams etc.

• Proof-of-Concept Implementation

• Future Considerations

• L4 Interactions?

• M2M Protocol Interactions?

Conclusion/Future Work
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