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Introduction
* Internet-of-Things (loT)

* Industrial Internet-of-Things (lloT)
» Powerful Networks
 Demand Driven Communication
* Quality of Service (QoS)
* Multipath
» Real-time Communication

 Ensure max Transfer Time, Jitter, ...
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Current Status of TSN Standards

| Standard Title | Status | Last Update |
802.1AS-Rev | Timing and Synchronization for Time-Sensitive Applications Draft 6.0 | 13. Mar. 2018
802.1Qbu Frame Preemption Final 30. Aug. 2016
802.1Qbv Enhancements for Scheduled Traffic Final 18. Mar. 2016
802.1Qca Path Control and Reservation Final 11. Mar. 2016
802.1CB Frame Replication and Elimination for Reliability Final 27. Oct. 2017
802.1Qcc Stream Reservation Protocol (SRP) Enhancements and Performance | Draft 2.1 | 15. Feb. 2018
Improvements
802.1Qch Cyclic Queuing and Forwarding Final 28. Jun. 2017
802.1Qct1 Per-Stream Filtering and Policing Final 28. Aug. 2017
802.1CM Time-Sensitive Networking for Fronthaul Draft 2.0 | 19. Jan. 2018
802.1Qcr Asynchronous Traffic Shaping Draft 0.3 | 26. Jan. 2018
802.1Qcp Bridges and Bridged Networks Amendment: YANG Data Model Draft 2.1 | 06. Mar. 2018
802.1Qc;j Automatic Attachment to Provider Backbone Bridging (PBB) ser- | Draft 0.1 | 07. Mar. 2016
vices
802.1Qcw YANG Data Models for Scheduled Traffic, Frame Preemption, and | Draft 0.0 | 15. Dec. 2017
Per-Stream Filtering and Policing
802.1Qcx YANG Data Model for Connectivity Fault Management Draft 0.2 | 09. Mar. 2018
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» Connected Cyber-Physical-Systems (CPS)
 Information Available in Real-time

* Analyse Data
» Improve Performance and Availablity

 Move Services to the Cloud
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Need of Connecting both Network Technologies
» TSN offers Real-time Capabilities
« SDN offers WAN Capabilities (incl. QoS)

» Both are Software-Defined
« Dynamical Reconfiguration

* Most Important
» Security
* Real-time/QoS
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TSN/SDN Gateway View on Security/QoS
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Gateway — SDN-side _,

« Control Plane
» Security Policies from
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Gateway — TSN-side
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Management

Martin Bohm, et al. — Ostfalia UAS - Architectural Design of a TSN to SDN Gateway in the Context of Industry 4.0

SDN
Control
Plane

Control Plane
Security Policies

SDN
Data
Plane

Data Plane Gateway

TSN/SDN-Gateway

TSN
Control Plane Control
Security
SDN Control Plane | TSN Control Plane Plane
Interface Protocol Interface
__________ 5 Translation
i Control Plane Gateway ‘
Security Forwarding Security Awareness Data
—— Enforcement — Enforcement
SDN Controlled Point PDU Point CNC Controlled | | piane
Interface Conversion liEEniE)
(Listener/Talker)

Southbound Protocol
e.g. OpenFlow

Security

Queue

~~ " "Configuration

Push
Flows

16



Ostfalia
University of
Applied Sciences

I2)

Gateway —

Control-Plane
« Security Rules
* Translates Control Plane

Protocols
« E.g. OpenFlow to
Netconf

SDN
Control
Plane

Control Plane
Security Policies

SDN
Data
Plane

SDN Control Plane
Interface

Control Plane
Security

Protocol
Translation

TSN Control Plane

TSN
Control
Plane

Interface

‘ Queuing ‘

SDN Controlled
Interface

‘ — Traffic
) Security Forwarding
—‘Enforcementl— T
Point

Data Plane Gateway

Security
Enforcement
Point

Time
Awareness

CNC Controlled

TSN
Data
Plane

Interface
(Listener/Talker)

TSN/SDN-Gateway

Southbound Protocol

e.g. OpenFlow

Security

Queue

~ " "Configuration

Push
Flows

Martin Bohm, et al. — Ostfalia UAS - Architectural Design of a TSN to SDN Gateway in the Context of Industry 4.0

17



E Ostfalia

University of

Applied Sciences
Gateway —

Data-Plane

 Forward Traffic

« Convert PDU
« Add/Remove VLAN
» Security Check before

and after PDU
Conversion

Control Plane
Security Policies

SDN TSN
Control Control Plane Control
Security
Plane | | SDN Control Plane | TSN Control Plane Plane
Interface Protocol Interface
...... S Translation [
Data Security Forwarding wareness Data

—— Enforcemelit —
Plane | | SDN Controlled Point PDU CNC Controlled | | piane

Interface

Conversion

Data Plane Gateway

Interface
(Listener/Talker)

TSN/SDN-Gateway

Southbound Protocol Security Queue
e.g. OpenFlow ~~ " "Configuration

Push
Flows

Martin Bohm, et al. — Ostfalia UAS - Architectural Design of a TSN to SDN Gateway in the Context of Industry 4.0

18



[Z] i
Conclusion/Future Work

TSN Specifications are not Finally Finished

« TSN-side of Gateway needs to be reworked according to progress in TSN architecture
standardization

Elaboration and Validation of the Architecture

» Sequence Diagrams etc.

Proof-of-Concept Implementation

Future Considerations
* L4 Interactions?

* M2M Protocol Interactions?
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