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Existing Interconnection Network Vulnerability that made it to the news  

Since the alleged revelations 

on GCHQ hacking Belgacom… 

…operators have identified vulnerabilities in 

interconnection at a global scale… 

http://www.spiegel.de/international/world/ghcq-targets-engineers-with-fake-linkedin-pages-a-932821.html
http://www.theregister.co.uk/2014/06/03/global_mobile_roaming_network_a_hotbed_of_vulnerabilities/
http://www.cyber-sec.info/?p=6246
http://www.net-security.org/article.php?id=2046
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Background – SS7  
The vision – Usage of TCAP Security (GSMA IR.8220) 
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SS7 Reality  

IR.21 (GSMA roaming database) 
- About 400 operators 

Backend access 
- Nearly 1000 parties 
- Several thousand accounts 
 
Connections run often via hubs 

SS7 was taken into use, when there were few 
State-owned operators that trusted each other 



5 © Nokia Solutions and Networks 2014 11-May-15 

Weak Points- Misconfiguration  

Nodes are visible and accessible 
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• Border Gateway Protocol 
(BGP) 

- Untrustworthy routing tables 

• SS7 without security 

- No GT authentication 

• IP without IPSec 

 

-> but the alternative would 
mean no roaming 

Weak Point - Usage of old unsecure protocols to maintain interoperability 
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• SMS spoofing services 

• Location tracking services 
 ”Our system will query a mobile phone carriers network which a phone is operating on. If the phone is GPS enabled, we get assisted gps location 

data from that phone, which is usually very accurate. If our system does not get AGPS data from the phone, we check for location based on cell 
tower triangulation. Location accuracy via this method is less accurate. Location position information can range from a few hundred feet to 
several miles. Results are better in urban areas, as opposed to rural areas with few towers.” 

• Unwanted advertisements  

- A Chinese user gets approximately 2 spam SMS per day 

• Legal in many countries 

• Gives access to interconnection system 

• Encouraged ”involuntarly” by EU ”wholesale access” 

 

Weak Point - Leasing out access – Interconnection Services 
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3GPP & GSMA 
Interconnection Security Standards 

We are active in Security Standardization 
 

• 3GPP SA3 

• Working on a technical specification for node hardening (SCAS) 

• GSMA SG / RIFS 

• Working on a major updates of IR.77 and SS7 security guidelines (release scheduled in 2015) 

 

Major Specifications 

• GSMA PRD IR.77 “IPX Security Requirements” 

• GSMA PRD IR.88 “LTE Roaming Guidelines” 

• 3GPP TS 33.210 "Network Domain Security (NDS); IP network layer security"  

• 3GPP TS 33.310 "Network Domain Security (NDS); Authentication Framework"   

• 3GPP TS 29.272 "MME and SGSN related interfaces based on Diameter protocol“ 
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How to hack? 

 

2008 Dec: 25C3 Chaos Communication Congress 

Locating Mobile Phones using Signalling System #7 

– Tobias Engel 

 

2014 May: Cell Phone Hacking and how it is done - 

PT Security 

 

2014 Dec: 31C3 Chaos Communication Congress 
- SS7: Locate Track Manipulate – Tobias Engel 

- Mobile self-defense – Karsten Nohl 

- SS7 Map – Mapping vulnerability of international 

mobile roaming infrastructure  - P1 Security 
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Phase I: Collecting Information 

References  and sources on slide 17 
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Actual Attacks 

Attack types known: 

-Denial of Service against user or 
network nodes 

-Credential theft  

-Eavesdropping 

-Location tracking 

-SMS / call spoofing 

-Subscription manipulation 

-Fraud 

Techniques: 

-Using network internal / partner MAP 
commands (ATI, SP, SRI-SM, etc) 

- Impersonation of network nodes 

- Impersonation of roaming partners 

- Overwriting user specific data 
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Internet of Things 

Risks: 

-Silent SMS or failed calls even more unlikely to 
detect 

-Self defense software can not be installed and 
used 

-Patches can not be deployed 

-Gaining access, sending commands or fraud 
scenarios are unlikely to be detected fast and 
easier then for the ”normal phones” 

Typical characteristics: 

-Unattended 

-Resource constraint 

-Long life 

-Low update fequency 

-No or MSISDN based authentication and 
authorization 

-Low revenue for operator 
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Why does it matter? – Cellular control in all areas 
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Summary 

IoT requires more (and better) security 

 

 

”Old” technology needs improvements 
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Thank you 
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